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• Responsible Officer: Vice President ofTechnology & Chief Information Officer

• Responsible Office: Division ofTechnology Services

• This Policy Applies to: All University departments and all faculty, staff, students, contractors,

student employees, and anyone with access to University information technology resources.

Purpose 

Wentworth Institute ofTechnology ("the University") has adopted the following Information 

Security Policy ("Policy") as an umbrella safeguard measure to reduce risks to the confidentiality, 

integrity, and availability of information technology resources ("ITRs"). 

Scope 

This policy provides the foundation for the management of information security at the University 

and is the master policy document of the information security program. 

Policy Statement 

A structured Information Security Program shall be sanctioned by the Chief Information Officer 

and maintained by the Information Security Officer (ISO) to sufficiently mitigate risks to the 

confidentiality, integrity, and availability of University systems and data in electronic form. This 

policy and the University's supporting policies, operational plans, written information security 

program (WISP), guidelines, standards, and procedures are the documented elements of the 

program that facilitate its execution and maintenance. Policies in scope for the program will be 

reviewed on a recurring basis by the policy owner. 

All systems shall be secured in a manner that reasonably and appropriately mitigates risks to a.) 

the highest level of data classification of information stored, processed, or transmitted on it and 

b.) the system's overall business criticality. Similarly, all information in electronic form shall be 

handled in a manner appropriate for its data classification level as determined by the associated 

University data custodian. 





Exceptions 

Exceptions to this policy must receive written approval from the Information Security Officer, 

under the guidance of the CIO, and formally documented. Policy exceptions will be reviewed on a 

periodic basis for appropriateness. 

Review and Revision History 

Policies must be reviewed periodically by the Responsible Officer or delegate. If a policy has been 

revised, then it must have all necessary approvals before being published. In the last column, 

indicate whether the activity was a review or revision; if a revision, summarize the changes. 

Date 

617/22 

Name and Title 

Bryce Cunningham, Information Security 
Officer 

Annual Review or Revision 
Summary 

Annual Review 

1 For documents originating within WIT, such as policies or procedures, specify "WIT". For other

relevant third-party documents, such as external standards to which WIT subscribes, list the name 

of the organization that publishes the document. 


